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REPORT TO SHEFFIELD CITY COUNCIL AUDIT AND STANDARDS
COMMITTEE
21st September 2023

Purpose of the Report

1.

2.

The purpose of this annual report to Members is to highlight the work that has
been undertaken by Internal Audit during the year. The report provides a review
of the performance of Internal Audit for the year 2022/23, gives an opinion on the
adequacy of the Council’s system of internal control, and supports the Council’s
Annual Governance Statement (AGS).

Introduction

It is a requirement of the Public Sector Internal Audit Standards (PSIAS) that an
annual report is produced on the work undertaken by the Internal Audit section.
This report has been prepared by the Council’'s Senior Finance Manager
(Internal Audit).

It is not the intention of this report to give a detailed summary of every audit that
has been undertaken during the previous year, rather to give a broad review of
the control arrangements.

The Executive Directors are responsible for ensuring that internal control
arrangements are sufficient to address the risks facing their Services and
Internal Audit assesses the adequacy of these arrangements. Internal Audit
provides analyses, appraisals, recommendations, and advice concerning the
activities reviewed.

Executive Summary of the Audit Opinion

5. From the work undertaken by Internal Audit during the year, | am satisfied

that the risk management, governance and internal control framework are
adequate to allow the Council to conduct its business appropriately. | can
give an overall reasonable (positive) assurance opinion for the year.

One audit assignment was given an audit opinion of no assurance for the
period 2022/23 (audit plan period). The audit will be subject to a follow-up
review to assess progress implementing agreed recommendations, and
the outcomes of the follow-up work are also reported to the Audit and
Standards Committee via the recommendation tracker.

We prioritised our resources on supporting the Council and concentrating
on emerging systems, procedures and risks. As a result, the Internal Audit
plan needed to be re-active and flexible and although this provided
challenges at times, | am satisfied with the audit coverage and outputs.

From the routine planned internal audit work undertaken and reported

upon during 2022/23, management’s response to control issues arising
from individual reviews has been positive overall, with actions to further
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10.

11.

12.

13.

14.

15.

16.

17.

enhance controls being agreed and formally accepted. Implementation of
agreed recommendations had improved during 2022/23 as reported to the
Audit and Standards Committee.

Internal Audit carried out planned pro-active initiatives in areas of
perceived high fraud risk to seek assurance that the selected processes
contained robust counter fraud controls, and made recommendations
where vulnerability was identified.

Internal Audit facilitated the distribution and review of data matches
received, across numerous service areas, as part of the statutory biennial
NFI (National Fraud Initiative) operated by the Cabinet Office.

Internal Audit has investigated or assisted service managers to
investigate other allegations of irregularity and associated disciplinary
procedures throughout council services (refer to para 48 to 50 for further
details).

A detailed annual report on fraud and investigations was presented to the
Audit and Standards Committee in July 2023.

The end of year opinion places reliance on assurance provided from other
parties and processes, for example the Annual Governance Statement,
Risk Management processes and assurance from the work of the External
Auditors. This enables a broader coverage of risks and ensures that the
totality of the audit, inspection and control functions deployed across the
organisation are properly considered in arriving at the overall opinion.

Assurance has been taken from the certification of internal control
completed by Directors of Service under the AGS arrangements. Legal
Services co-ordinated the compilation of the AGS on behalf of the
Council, whilst ensuring that responsibility for items included within the
statement lies with the senior management of the Council.

The Council’s Annual Governance Statement (presented to the Audit and
Standards Committee meeting in Sept 2023) has no areas of significant
control weakness. However, there are 4 themed areas (Human
Resources, Finance, Business Planning and Information Governance)
that the Leadership Team wished to monitor the arrangements across the
Council through individual improvement plans (at the Performance and
Delivery Board).

As the Senior Finance Manager (Internal Audit) | am not aware of any
significant control weaknesses that should have been included within the
Council’s Annual Governance Statement.

The approach is to obtain sufficient assurance to support the annual
opinion, considering both internal audit work and other sources of
assurance. For 2022/23 these sources of assurance also include the
attendance and review of minutes from the Information Governance
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18.

19.

20.

21.

board, Finance Systems Transformation board and Finance Design
Assurance group. Through this involvement Internal Audit has an
understanding of what the Council is doing to respond and lead change
activity; and the approach being taken all of which adds to this assurance
assessment.

Other sources of relevant assurance obtained, include the Local
Government Association (LGA) Corporate Peer review and the Race
Equality Commission Independent review.

The engagement of senior managers and services across the Authority
has once again been excellent and reflects a positive culture to embrace
internal audit and look to identify opportunities to improve the
effectiveness and efficiency of governance, risk management and internal
controls.

Internal audit staff undertook extensive grant certification and assurance
across a range of grant funding streams including the Family Hub and
Start for Life and Disabled Facilities Grant.

Effective communication is a key strength; both in engaging residents and
businesses and in the engagement of staff. This approach has been
sustained throughout the year with strong, active communication and
provision of online resources to support staff and managers.
Communications have been supported through active face to face and
virtual engagement and 2022/23 has seen the resumption of larger in-
person events including acknowledgement and celebration of the
achievements of teams and individuals from across the Council over the
last 12 months.

Legislation Surrounding Internal Audit

22.

Internal Audit is an independent appraisal function within the Council. The
Internal Audit section is part of Finance and Commercial Services, which
contributes to satisfying the Director of Finance and Commercial Services
statutory responsibilities. There are two key pieces of legislation that impact
upon Internal Audit in local authorities, these are:

Section 151 of the Local Government Act 1972 requires that “every local
authority ... make arrangements for the proper administration of its financial
affairs and to ensure that one of the officers has responsibility for the
administration of those affairs”. The Council has designated the Director of
Finance and Commercial Services as the Responsible Financial Officer in
relation to this section and one of the ways he exercises responsibility for
financial administration is through the work of Internal Audit.

Internal Audit is a statutory service in the context of the Accounts and Audit
Regulations 2015 which state in respect of Internal Audit that:
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“A relevant body must undertake an adequate and effective internal audit of its
accounting records and of its system of internal control in accordance with the
proper practices”.

Professional Requirements

23.

24.

25.

26.

27.

28.

In addition to legislation, Internal Audit is governed by policies, procedures,
rules and regulations established by Sheffield City Council (the Council).
These include the Council’s constitution, financial regulations, standing orders,
and conditions of service and codes of conduct for members and officers.

The Internal Audit section also has to meet the standards laid down by
professional bodies such as CIPFA and the Chartered Institute of Internal
Auditors (ClIA). Refer to Appendix A (Internal Audit Charter) and Appendix B
(Internal Audit Quality Assurance and Improvement Programme which outlines
our mission, purpose and objectives).

The Public Sector Internal Audit Standards (PSIAS) came into force on 1 April
2013 and were updated in 2017. The PSIAS include key principles that public
sector internal audit functions must follow, and cover a range of areas including
governance, performance standards and reporting requirements. The PSIAS
standards are now also supported by a CIPFA statement on the Role of the
Head of Internal Audit.

PSIAS require that an external assessment of every local authority internal
audit section is completed every five years. The opinion provided as part of this
external assessment in November 2021 was that the Internal Audit section at
SCC ‘generally conforms’, which means the assessor concluded that the
relevant structures, policies, and procedures of the activity, as well as the
processes by which they are applied, comply with the requirements of the
individual standard or element of the Code of Ethics in all material respects.
This is the highest assessment opinion that can be given.

As part of the standards, Internal Audit is required to undertake regular self-
assessments. As part of the external assessment November 2021 undertaken
by Birmingham City Council, a self-assessment was completed. The self-
assessment contained 115 questions and showed compliance with 89 of the
standards and partial compliance to 14 of the standard’s (noting 12 standards
marked as not applicable). The external assessment report from Birmingham
City Council did state ‘Whilst the self-assessment did identify a number of
partial compliance these were considered to have arisen due to the need to
align audit practices with the organisation or not sufficiently significant to
prevent achievement of the overriding standard’.

The results of the external assessment were reported to the December 2021
Audit and Standards Committee, highlighting only 8 minor recommendations.
These recommendations formed part of the Quality and Improvement
Programme for Internal Audit and all 8 recommendations have now been
actioned. As a result of the External Assessment, a Quality Assessment
Improvement Plan (QAIP) was produced and maintained. This document is
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29.

30.

31.

32.

reviewed regularly and an ongoing action is to identify training opportunities
which align specifically with new and emerging challenges posed by changes
within Council services and new ways of working, and which also support
development needs of individual Internal Audit staff.

As part of the Public Sector Internal Audit Standards, it is recommended that
the Chief Audit Executive (CAE) reports directly to a member of the Senior
Management Team. In order for SCC Internal Audit Service to comply with the
requirement, from January 2022, the Senior Finance Manager (who is classified
as the CAE) now reports to a member of the Senior Management Team
(Director of Finance and Commercial Services — S151 officer) and therefore
this requirement has been complied with.

The Senior Finance Manager (SFM) does also have unrestricted access to
other senior officers, including the Chief Executive and to the members of the
Audit and Standards Committee, where required.

The SFM in Internal Audit has been given management oversight of Risk
Management. The revised standards acknowledge that CAEs are often
assigned other management areas, and so adequate safeguards need to be
introduced to maintain objectivity and transparency. Arrangements to maintain
independence and objectivity have been defined and documented for the
Council and include measures such as amending the reporting arrangements
for audits of the Risk Management function to ensure these audits are not
reviewed/overseen by the SFM (designated CAE).

It should be noted that the Risk Management team is a compliance function
designed to monitor the application of policies and procedures, and so the remit
does not conflict with the role of Internal Audit.

Relationship with External Audit

33.

The Senior Finance Manager (Internal Audit) attends the quarterly liaison
meetings with external audit representatives to discuss and share work
programmes, progress of work and key findings and recommendations.

Internal Audit Resources

34.

Internal Audit had an agreed budget for 2022/23 as outlined in the table below,
which also summarises the end of year budget position.

2022/23

Qutturn Budget Variance
Total 450,806 486,100 (35,294)

35. The underspend for the financial year was as a result of staff vacancies.
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Structure

36.

37.

The current establishment structure of the section (which includes Internal Audit
and Risk Management) is shown in Appendix C to this report. The service
currently has 10.1 FTE officers, plus 1 CIPFA trainees (placed with Internal
Audit on a rotation basis), plus 1 vacancy (currently recruiting to this post). A
number of these officers have taken advantage of the Employee Led Scheme
(ELS), buying additional leave or reducing their contracted hours.

The Internal Audit section strives to maintain high professional standards by
employing and training appropriately qualified staff who are members of or
actively studying for professional qualifications. All the internal audit team are
either professionally qualified or are actively studying for relevant qualifications.
The section includes members of the Chartered Institute of Public Finance and
Accountancy (CIPFA), Chartered Institute of Management Accountants (CIMA),
Chartered Management Accountant (ACMA), Chartered Institute of Internal
Auditors (CIlIA), and Association of Accounting Technicians (AAT).

Planning Processes and Performance Monitoring

38.

39.

40.

41.

42.

A report is submitted to the Audit and Standards Committee in April each year
to outline how the annual plan is devised. The strategy for Internal Audit work
is to focus on areas of high-risk activity in order to provide assurance that risk
and internal control systems are being properly managed by Directors in
service areas. During the year it has been necessary to flex and reprioritise
work in order to support the Council’s emerging risks/issues and help ensure
that proportionate controls are built within changing systems and procedures.
There is no doubt that the impact of the Covid pandemic will continue to
influence how the Council operates and the services it delivers to the
communities and citizens of Sheffield for the foreseeable future.

Lessons learned from Covid 19 have been used to build back better and new
arrangements for ways of working and organisational development. The
Council has stabilised core systems and processes and is in a strong position
to respond to further change and challenge.

Management are asked to contribute to the planning process, however the plan
and its contents are entirely the responsibility of Internal Audit.

The audit plan is discussed with senior managers and ultimately agreed with
the Chief Operating Officer and the Director of Finance and Commercial
Services (S151 officer).

The 2022/23 original plan contained 108 reviews. At the mid-year point 7
reviews were deferred or deleted. As this difference equated to less than 15%
of the original plan, this did not constitute as a significant change and therefore
was not reported to the Audit and Standards Committee.
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43. The Internal Audit service uses a risk-based approach to audit; this is now used

almost exclusively for our reviews. This requires closer working with

management to identify the risks inherent in the council’s activities and then to
test the controls that are in place to mitigate these risks.

44. The audit plan delivery for 2022/23 is as follows:

Audit Area Original | Revised | Completed | Deferred
plan plan or Work in
Progress
(WIP)
Corporate 2 2 2
City Futures and Operational 18 18 18
Services
People 40 37 33 | 3WIP
1 deferred
Resources and ICT 32 29 25| 1 WIP
3 deferred
Main Financial Systems 5 5 3| 1WIP
1 deferred
Benefits / Pro-active Work 11 10 10
Total (Planned Reviews) 108 101 91
Investigations undertaken directly 16
Man'’t Investigations assisted 22
Overall Total 129

45. A total of 91 assurance reviews were completed out of a revised 22/23 plan of
101. The target for the year was to complete 91 reviews, which is the agreed
90% target of the planned 101 reviews. Five reviews were deferred or deleted
due to issues that only became apparent towards the end of the year after the
mid-year plan had been completed. Engagement of staff during this reporting
period has been mixed with conflicting priorities for Directorate staff. Internal
audit staff vacancies has also hindered the delivery of some service audits.

46. The Internal Audit Section have been working with a ‘hybrid’ approach with staff
working from home and also undertaking office-based working when required.
This ‘hybrid’ approach has enhanced collaboration.

47. The 2022/23 allocation of resources for Business Partnering has been
successfully utilised, and 26 reviews were undertaken at the request of senior
managers from within the Council’s Directorates.

48. Internal Audit conducted 14 re-active investigations and assisted managers
with a further 15 re-active investigations which arose in in 2022/23. Internal
Audit also concluded investigation work on 2 re-active investigations and
assisted managers with a further 7 investigations which had originated in
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49.

50.

51.

2021/22. These cases were from all Council Directorates and included theft of
cash or assets, falsification of timesheets, financial abuse of service user,
excessive use of internet during work time and behaviour breaching standards
within the Code of Conduct. The types of frauds identified within the Council
mirror those found nationally. South Yorkshire Police were notified and
involved where appropriate. Following investigation, appropriate sanctions were
applied where the issues were found to be proven. This resulted in several
dismissals / resignations. In some cases, it was also found that there was no or
insufficient evidence of fraud for action to be taken. Guidance was also
provided to management regarding any control weaknesses identified as
present in processes or procedures at the time of the incident. A report of fraud-
related activity conducted by Internal Audit was submitted to the Audit and
Standards Committee in July 2023.

Internal Audit facilitated the distribution and review of data matches received,
across numerous service areas, as part of the statutory biennial NFI (National
Fraud Initiative) operated by the Cabinet Office. The latest data matches were
received in January 2023. There were a number of areas which were
insourced to the Council and have required additional support to undertake and
record this work. Internal Audit monitored progress on investigating the data
matching work, as well as spot checked the validity of the work and outcomes
to ensure reasonable completion of the exercise. Internal Audit reported on the
outcomes of the fraud work as part of its annual report in this area.

Internal Audit ensured that SCC complied with the data privacy requirements
and liaised with various SCC services and schools to ensure accurate data was
submitted in advance of the NF| deadline. Previously, the Cabinet Office
advised that they will charge financial penalties to any Local Authority who
either submitted poor quality data or submitted data after the given

deadline. SCC met the data quality threshold and submitted the data in
advance of the deadline, so were not penalised.

The Council’s Internal Audit Section is a member of the South and West
Yorkshire Internal Audit Groups. This facilitates comparisons and the sharing of
best practice and includes groups for Heads of Internal Audit, Annual
Governance Statement, Investigations, Contracts and Procurement, Children’s
Services, computer specialists and Adults’ Services, all of which have
continued to meet virtually over the past months. In addition, the Senior
Finance Manager (Internal Audit) is also a member of the Core Cities Heads of
Internal Audit Group.

Audit Reporting

52.

53.

Internal Audit reports are typically made up of a number of findings and
recommendations. Dependent upon the nature of these findings, the
recommendations are given one of four categories — critical, high, medium or
efficiency/effectiveness.

All Internal Audit reports are then given an overall opinion as to the likelihood of
the service/system under review being able to meet its objectives.
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54. The opinions are expressed as:

55.

56.

57.

Overall Audit Assessment

Substantial Assurance - There is an effective system of internal control
in place designed to achieve the Service objectives with only minor issues
being identified which require improvement.

Moderate Assurance - There is a sound system of internal control in
place with some weaknesses being present which may put some of the
Service objectives at risk. Issues require management attention.

Limited Assurance - The system of internal control in place has some
major weaknesses which may put the achievement of the Service
objectives at risk. Issues therefore require prompt management attention.

No Assurance - There are significant weaknesses in the system of
control which could result in failure to achieve the Service objectives.
Immediate management action is therefore required.

Organisational Impact

Low The issues identified have no corporate impact.

Medium The issues identified have the potential to impact at a
corporate level.

High The issues identified are of high corporate importance.

They are either of high financial materiality, present
significant business or reputational risk to the Council, have
a likelihood of attracting adverse media attention, are
potentially of interest to elected representatives, or present a
combination of two or more of these factors.

The opinions relate to the system at the time of the review and do not take into
account the effects of the agreed recommendations. Internal Audit follow-up on
the recommendations made, in a process that increases in relation to the
significance of the opinion.

To give an indication of the risk profile results were:

No assurance 1 report

Limited assurance 5 reports
Moderate assurance 13 reports
Substantial assurance 8 reports

A dashboard summary of the outcomes from the Main Financial Systems audits
has also been produced. Two of the seven systems reviewed were given a
moderate assurance opinion, three received a substantial assurance opinion
and one (Alterations to bank details on Integra) received a limited assurance
opinion. The Debtors review is currently at the final stages (draft final report

Page 105



58.

59.

60.

61.

62.

stage) and therefore the audit opinions will be reported at a later meeting to the
Audit and Standards Committee. Overall, the dashboard shows that the
controls over the majority of the key systems are generally sound (Appendix D).

A summary of the key actions arising from all the limited assurance, medium
impact reports, are included in Appendix E, as requested by Members.

In addition to the above, Internal Audit undertook 38 pieces of productive work
across the Council that did not generate an opinion, and therefore does not
appear in the breakdown above. These included 7 pieces of follow-up work, 28
grant sign-offs, 2 consultancy pieces of work/attendance at working groups,
and the Statement of Financial Values Standards in schools (SFVS) which
were collated during 2022/23.

A further 26 pieces of work resulted from the Business Partnering resource. A
schedule has been included in Appendix F outlining the work undertaken.

It should be noted that although the vast majority of recommendations made by
Internal Audit are agreed by management, there are occasions where
recommendations are not agreed. In such instances Internal Audit outline the
potential risks. A judgement is drawn by senior Internal Audit staff, and where
the risk is significant this will always be escalated to senior management to
ensure that they are aware of the decisions made. Ultimately non-agreement of
recommendations can be reported to the Audit and Standards Committee to
enable managers to justify their actions.

As the Senior Finance Manager, | am satisfied that the coverage undertaken of
the Council’s activity by Internal Audit in the past year has been sufficient for
me to be able to give an overall opinion on the Council’s internal control
system/environment.

Annual Governance Statement

63.

64.

Under Regulation 4 of the Accounts and Audit (England) Regulations 2011, the
Council is required to conduct a yearly review of our system of internal

control. This review forms part of the Annual Governance Statement (AGS)
that accompanies the accounts each year. Co-ordination of the AGS is
undertaken by the Legal and Governance Service; however Internal Audit is
actively involved in the review and shortlisting process. This provides an
opportunity for the Senior Finance Manager to flag any control non-
compliances that may not have been included on the service and directorate
returns.

In 2022/23, the AGS stipulated that there were no areas of significant control
weakness. However, there are 4 themed areas (Human Resources, Finance,
Business Planning and Information Governance) that the Leadership Team
wished to monitor the arrangements across the Council through individual
improvement plans (at the Performance and Delivery Board).
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65. Action to strengthen controls in these areas have been devised and agreed and
the Monitoring Officer will continue to monitor and report on progress to the
Leadership Boards and the Audit and Standards Committee.

66. As the Senior Finance Manager, Internal Audit, | am not aware of any
significant control weaknesses that should have been included within the
Council’s Annual Governance Statement.

Reviewing the Service

67. The team has a number of performance indicators (PI’s) which are used to
monitor the service delivered.

68. The achievement of the performance targets is shown in the table below:

2022/23 2022/23 2021/22
Target  Achievement Achievement
PERFORMANCE TARGETS
e % of audit resource spenton  88% 92% 88%
productive activities
e No of planned assurance 91 91 86*
reviews delivered
¢ No of days of business 504 524 471
partnering activity delivered
by year end
e Conduct a minimum of 4 pro- 4 4 complete 4 complete

active fraud reviews

e Quality measures — average 85% 100% 96%
>85% scoring 4 or better on
customer questionnaire (1 is
poor — 5 is good)

*NB the no of assurances reviews undertaken changes annually to reflect resources
available in the plan.

69. The productivity Pl shows the target has been met on staff productivity. Whilst
the team have delivered some different workloads to that planned, the number
of chargeable days has been maintained.

70. The delivery of the planned assurance reviews is on target even though the
audit team experienced (on occasions) difficulties with the availability of service
staff (who had conflicting prioritise).

71. In order to gauge client satisfaction, all audit reports are issued with a standard
questionnaire which requests client feedback on a number of aspects of the
audit process including usefulness and conduct of the audit. The questions are
analysed to make service improvements.
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72.

73.

Customer satisfaction questionnaires scores are seen to be acceptable and
excellent results. Comments received included ‘the audit was carried out in a
timely manner and with the minimum of fuss//disruption to normal service
provision.” And ‘good review of financial governance and controls relating to
monitoring and ensuring standards and policies are up to date and reviewed.
The review is a helpful prompt to ensure the work is acted upon throughout
23/24 to strengthen our internal control environment. Recommendations are
welcomed by the team and plans are in place to implement the suggested
improvements’.

Internal Audit managers review the performance indicators on a quarterly basis
and determine what action can be taken. The performance indicators are also
discussed with all audit staff at quarterly service planning meetings, to help
identify ways of improving service delivery and performance targets. They are
also discussed during the Performance Development Reviews (PDR’s) with
individuals.

Chief Audit Executive’s (Senior Finance Manager’s) Opinion

74.

75.

76.

77.

The Council has a system of internal control designed to manage risk to a
reasonable level. Internal controls cannot eliminate the risk of failure to achieve
policies, aims and objectives and can therefore only provide reasonable and
not absolute assurance of effectiveness.

With an organisation as large and complex as the Council, some controls will
inevitably fail or some risk will materialise which could not reasonably be
foreseen.

As noted elsewhere in the report, despite the challenges and changes to work
undertaken by the Internal Audit team, | can confirm sufficient work has been
carried out to be able to form an opinion.

From the work undertaken by Internal Audit during the year, | am satisfied that
the risk management, governance and internal control framework are adequate
to allow the Council to conduct its business appropriately. | can give an overall
reasonable (positive) assurance opinion for the year.

FINANCIAL IMPLICATIONS

78.

There are no direct financial implications arising from the report.

EQUAL OPPORTUNITIES IMPLICATIONS

79.

There are no equal opportunities implications arising from the report.
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RECOMMENDATIONS

80. That the Audit and Standards Committee notes the content of the report and
the opinion of the Senior Finance Manager.

Linda Hunter
Senior Finance Manager
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APPENDIX A

INTERNAL AUDIT CHARTER

Our mission

Our mission is to enhance and protect organisational value by providing risk-based and
objective assurance, advice and insight to our clients.

We will achieve the mission statement through our overall delivery arrangements. This
charter sets out how this is done.

Definition and Objectives

Internal Audit is an independent, objective assurance and consulting activity designed to
add value and improve an organisation’s operation. It helps an organisation accomplish
its objectives by bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of risk management, control and governance processes.

Purpose, Authority and Responsibility

Internal Audit forms part of Strategic Support Services. The Senior Finance Manager
(Internal Audit) reports to the Director of Finance and Commercial Services (S151 Officer),
who in turn reports to the Chief Operating Officer.

The Senior Finance Manager (SFM) is the designated ‘Chief Audit Executive’, as defined
in the Public Sector Internal Auditing Standards. ‘The Board’ is defined as the Audit and
Standards Committee and ‘Senior Management'’ is defined as the Leadership Team.

The Director of Finance and Commercial Services and Senior Finance Manager report to
the Audit and Standards Committee on at least a quarterly basis. There are a number of
standard items reported including the annual audit plan, an annual opinion on the standard
of internal control within the authority and regular updates on the implementation of high
opinion audit report recommendations.

Independence and Objectivity

Internal Audit will remain sufficiently independent of the activities that it audits to enable
auditors to perform their duties in a manner that facilitates impartial and effective
professional judgements and recommendations. The internal audit and risk managers and
internal auditors have no operational responsibilities. The Senior Finance Manager has
management oversight of the Risk Management and adequate safeguards have been
established to maintain independence and objectivity.
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The Risk Management team are compliance functions designed to monitor and police the
application of policies and procedures and so their remit does not conflict with the role of
Internal Audit.

Should the need arise the SFM can report directly to the Chief Operating Officer, or the
Chief Executive. Reports can also be made to the Chair of the Audit and Standards
Committee, or any Audit and Standards Committee member if required.

The SFM will confirm to the Audit and Standards Committee on an annual basis, within the
Annual Report, the organisational independence of the Internal Audit Service.

Internal Audit is involved in the determination of its priorities in consultation with those
charged with governance.

The scope for Internal Audit is the control environment comprising risk management,
control and governance. This effectively includes all of the council’s operations,
resources, services and responsibilities in relation to other bodies. This description shows
the very wide potential scope of Internal Audit. To turn this generic description into
actual subjects for audit, a risk assessment methodology is applied that allows all high-risk
subjects to be identified. The council’s fundamental financial systems are subject to a
degree of inspection on an annual basis, whilst Internal Audit also identifies other financial
and non-financial systems and functions as important areas for review.

Internal auditors will maintain an impartial, unbiased attitude and avoid any conflicts of
interest in the performance of audit assignments.

Accountability for the implementation of recommendations made by Internal Audit lies with
management, who either accept and implement the advice or formally reject it. A report is
made to the Audit and Standards Committee of any ‘critical priority  or ‘high priority’
recommendations that have been rejected by management.

Code of Ethics

All our internal auditors must conform to the Code of Ethics. The code promotes an
ethical culture in a profession founded on the trust placed in its objective assurance about
risk management, control and governance.

The Code of Ethics includes 2 essential components — The Principles and Rules of
Conduct (which are an aid to interpreting the principles into practical applications).

Statutory Role

Internal Audit is a statutory service in the context of the Accounts and Audit Regulations
2015, which state in respect of Internal Audit that:

“ A relevant body shall maintain an adequate and effective system of internal audit of its

accounting records and its system of internal control in accordance with the proper internal
audit practices, and any officer or member of that body shall, if the body require:

Page 111



= Make available such documents of the body which relate to its accounting and
other records as appear to be necessary for the purpose of the audit; and

= Supply the body with such information and explanation as the body considers
necessary for that purpose.”

The statutory role is recognised and endorsed within the council’s Financial Regulations,
which provides the authority for access to officers, members, documents and records and
to require information and explanation as necessary.

Internal Audit Standards

With effect from 15t April 2013, the CIPFA Code of Practice for Internal Audit was
subsumed into the new Public Sector Internal Auditing Standards (PSIAS).

An external assessment of compliance with PSIAS is required as part of the standard, and
the peer review (November 2021) concluded that SCC Internal Audit ‘generally conforms’.
This means the assessor has concluded that the relevant structures, policies, and
procedures of the activity, as well as the processes by which they are applied, comply with
the requirements of the individual standard or element of the Code of Ethics in all material
respects. This is the highest assessment opinion that can be given.

Any areas of non-compliance are reported to the Audit and Standards Committee.

Internal Audit Resources

Internal Audit must be appropriately staffed in terms of numbers, grades, qualification
levels and experience, having regard to its objectives and to the standards. Internal
auditors need to be properly trained to fulfil their responsibilities and should maintain their
professional competence through an appropriate ongoing development programme.

The Senior Finance Manager and Director of Finance and Commercial Services are
responsible for appointing the staff of the Internal Audit section and will ensure that
appointments are made to achieve the appropriate mix of qualifications, experience and
audit skills.

The Director of Finance and Commercial Services is responsible for ensuring that the
resources of the Internal Audit section are sufficient to meet its responsibilities and
achieve its objectives. If a situation arose whereby, he concluded that resources were
insufficient, he must formally report to the Chief Operating Officer.

Engagement Planning

For each audit assignment, internal auditors will develop and document a plan including
the objectives of the review, the scope, timing and resource allocations. In planning the
assignment, auditors will consider, in conjunction with auditees, the objectives of the
activity being reviewed, significant risks to the activity and the adequacy and effectiveness
of the activity’s governance, risk management and control processes compared to a
relevant framework or model.
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Reporting Accountabilities

A written report will be prepared by the appropriate auditor for every internal audit review.
The report includes an opinion on the adequacy of controls in the area that has been
audited.

The draft report will be discussed with the auditees and a response obtained for each
recommendation stating their agreement/ non agreement to each recommendation and
timeframe for implementation. The draft final report will include these management
responses and acceptance to the audit recommendations and will be issued to the auditee
and relevant Director of Service for final agreement. The auditee and Director of Service
have 7 days to reply to the draft final report before it is issued as final.

Internal Audit reports, assigned a no or limited assurance opinion are subject to a follow-
up, arranged to ascertain whether the action stated by management and their response to
the report has been implemented.

Fraud and Corruption

Managing the risk of fraud and corruption is the responsibility of management. Audit
procedures alone, even when performed with due professional care, cannot guarantee
that fraud or corruption will be detected. Internal Audit does not have responsibility for the
prevention or detection of fraud or corruption. Internal auditors will, however, be alert in all
their work to risks and exposures that could allow fraud or corruption. Arrangements are
in place for Internal Audit to be informed of all suspected or detected fraud, corruption or
improprieties. Internal Audit may be requested by management to assist with fraud
related work.

Consultancy Activity

Within the risk-based annual audit plan, an allocation of resource is earmarked for
Business Partnering activity. This resource enables Internal Audit to offer pro-active
advice and guidance at the request of Directorate management. The resource is available
to assist services with change projects, system and process reviews or value for money
exercises. Outputs from the Business Partnering resource are reported to the Audit and
Standard Committee in the annual report.

Updated July 2023
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Code of Ethics

1) Integrity
Principle

The integrity of internal auditors establishes trust and thus provides the basis for reliance
on their judgement.

Rules of Conduct

Internal Auditors:

1.1 Shall perform their work with honesty, diligence and responsibility;

1.2 Shall observe the law and make disclosure expected by the law and the profession;

1.3 Shall not knowingly be a part to any illegal activity, or engage in acts that are
discreditable to the profession of internal auditing or to the organisation;

1.4 Shall respect and contribute to the legitimate and ethical objectives of the organisation.

2) Objectivity

Principle

Internal auditors exhibit the highest level of professional objectivity in gathering, evaluating
and communicating information about the activity or process being examined.

Internal auditors make a balance assessment of all the relevant circumstances and are not
unduly influence by their own interest or by others in forming judgements.

Rules of Conduct

Internal Auditors;

2.1 Shall not participate in any activity or relationship that may impair or be presumed to
impair their unbiased assessment. This participation includes those activities or
relationships that may conflict with the interests of the organisation;

2.2 Shall not accept anything that may impair or be presumed to impair their professional
judgement;

2.3 Shall disclose all material facts know to then that, if not disclosed, may distort the
reporting of activities under review.

3) Confidentiality
Principle

Internal auditors respect the value and ownership of information they receive and do not
disclose information without appropriate authority unless there is a legal or professional
obligation to do so.

Rules of Conduct

Internal auditors;

3.1 shall be prudent in the use and protection of information acquired in the course of their
duties;

3.2 shall not use information for any personal gain or in any manner that would be contrary
to the law or detrimental to the legitimate and ethical objectives of the organisation;
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4) Competency

Principle

Internal auditors apply the knowledge, skills and experience needed in the performance of
internal auditing services.

Rules of Conduct

Internal auditors;

4.1 Shall engage only in those services for which they have the necessary knowledge,
skills and experience;

4.2 Shall perform internal auditing services in accordance with the International Auditing
Standards for the Professional Practice of Internal Auditing.

4.3 Shall continually improve their proficiency and effectiveness and quality of their
service.
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APPENDIX B

Sheffield City Council
Internal Audit Quality Assurance and Improvement Programme

Introduction

Internal Audit’'s Quality Assurance and Improvement Programme (QAIP) is designed to
provide reasonable assurance to the various stakeholders of the service that Internal
Audit:

. Performs its work in accordance with its Charter, which is consistent with the Public
Sector Internal Audit Standards (PSIAS), definition of internal auditing and code of
ethics;

. Operates in an efficient and effective manner;

. Is adding value and continually improving internal audits’ operation.

The Senior Finance Manager, Internal Audit, is ultimately responsible for the QAIP, which
covers all types of internal audit activities. The QAIP must include both internal and
external assessments. Internal assessments are both ongoing and periodical and external
assessments must be undertaken at least every 5 years.

Internal Assessments
Internal assessments are made up of both ongoing reviews and periodic reviews.

Ongoing Reviews

Ongoing assessments are conducted through:

. Supervision of each audit assignment;

. Regular, documented review of working papers during assignments by appropriate
internal audit staff;

. Review of procedures used for each assignment to ensure compliance with the

applicable planning, fieldwork and reporting standards as outlined in the quality
procedures manual;

. Feedback from customer surveys on individual assignments;

. Analysis of key KPI’s established to improve internal audit effectiveness and
efficiency.

. Review and approval of all no assurance opinion draft and final reports by the
Senior Finance Manager;

. Review and approval of all limited, moderate and substantial opinion draft reports

by the Internal Audit and Risk Managers.

Periodic Reviews

Periodic assessments are designed to assess conformance with Internal Audit's Charter,
the Standards, the Definition of Internal Auditing, the Code of Ethics and the efficiency and
effectiveness of internal audit in meeting the needs of its various stakeholders. Period
assessments will be conducted through:

. Quality audits undertaken on a scheduled basis for performance in accordance with
Internal Audit’s Quality Procedures Manual,
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. Review of internal audit performance KPI’s by the Audit Management Team on a
quarterly basis;

. Quarterly performance reporting to the Director of Finance and Commercial
Services and annual reporting to the Audit and Standards Committee;

. Annual benchmarking exercise with core city authorities on cost and productivity;

. Regular self-reviews of conformance with the Public Sector Internal Auditing
Standards.

Any resultant action plans will be monitored by the Senior Finance Manager (Internal
Audit) on a quarterly basis.

External Assessment

External assessments will appraise and express a judgement about Internal Audits’
conformance with the standards, definition of internal auditing and include action for
improvement, as appropriate.

An external assessment will be conducted every 5 years by a qualified, independent
assessor from outside the council. The assessment will be in the form of a self-
assessment with independent external validation. The format of the external assessment
will be discussed with the Audit and Standards Committee.

Reporting
Internal assessments — reports on performance will be made to the Audit and Standards

Committee on an annual basis.

External assessments — results of external assessments will be reported to the Audit and
Standards Committee and Section 151 Officer at the earliest opportunity following receipt
of the external assessor’s report. The external assessment report will be accompanied by
an action plan in response to any significant findings and recommendations contained in
the report.

Follow-up — the Senior Finance Manager, Internal Audit will implement appropriate follow-
up actions to ensure that recommendations made in the report and actions plans
developed are implemented in a reasonable timeframe.

Updated July 2023
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Main Financial Systems Dashboard

APPENDIX D

Activity Title

Scope

Assurance Opinion

Organisational
Impact

Debtor Controls
in Adult Health

and Social Care

Activity

Raising accounts, aged debt
reduction and dispute
resolution, performance
targets and reconciliations.

Pending agreement
— at draft final
report stage

| Trent (payroll)
system process

Payroll transaction process,
validation, authorisation,

) e Medium
review reconciliation and data
security.
Business Rates | Bill calculations, dispatch V V V V
and inspections. Low

Creditors Policy, processes,
authorisation, recording, V V V
payment terms and
reconciliations.
Supplier Process to amend supplier vV V
addition and details, risk assessment,

amendment in
Integra

fraud risk controls and
supplier function transfer.

Council Tax Governance, application V V V V

Exemptions — process, data security, fraud

Pro-active risks and prevention. Medium
Fraud review

Small Business | Process of awarding small

Rate Relief — business rate relief, data V V V V

Pro-active security, training and fraud Medium

Fraud review

risks and prevention.

Page 119



Opinion

No Assurance - There are significant weaknesses in the system of control
which could result in failure to achieve the Service objectives. Immediate
management action is therefore required.

Limited Assurance - The system of internal control in place has some major
weaknesses which may put the achievement of the Service objectives at
risk. Issues therefore require prompt management attention.

v Vv

Moderate Assurance - There is a sound system of internal control in place
with some weaknesses being present which may put some of the Service
objectives at risk. Issues require management attention.

vV VvV V

Substantial Assurance - There is an effective system of internal control in
place designed to achieve the Service objectives with only minor issues
being identified which require improvement.

vV VvV vV V

Organisational Impact Statement

High - The issues identified are of high corporate importance. They are
either of high financial materiality, present significant business or
reputational risk to the Council, have a likelihood of attracting adverse
media attention, are potentially of interest to elected representatives, or
present a combination of two or more of these factors.

Medium - The issues identified have the potential to impact at a corporate
level.

Low - The issues identified have no corporate
impact.
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APPENDIX E

Summary of the key actions arising from Limited Assurance (Medium Impact)
reports issued in 2022/23

Strategic Support Services

Application Review - Total Management System

Executive Summary

Since implementation of the new housing repairs and maintenance system, Total Mobile, in
November 2021, a variety of issues have required resolution in relation to system
functionality, performance and usage, a number of which remain outstanding and are being
managed and monitored in weekly meetings with the supplier.

The Total Mobile application was procured under a G-Cloud framework agreement,
following a Digital Marketplace G-Cloud assessment and subsequent due diligence activity.

The audit did not examine the procurement process in detail, nor the associated
requirements specification or system implementation processes, as these were already
completed by the service at the time of the review. It has been noted, however, that the time
pressures involved may have led to omissions within the requirements specification
process, which resulted in some missed opportunities for the early identification of issues.
Equally, there was perhaps an overly optimistic assumption that known issues with the
product could be worked through post go-live, without fully taking into account the impact of
limited resource availability to manage this process, leading to delays in resolution.

Some further control weaknesses were identified during the audit. The majority of these
issues were already known to management and there are aspirations for control
improvement; however, progress has again been limited or delayed by a lack of dedicated
resource availability.

High Priority Recommendations:
e Requirements specification and issues management
Planning and delivery of Total Mobile user training
Recording and monitoring of training activity
Definition of role-based security profiles
Review and updating of assigned user permissions
Arrangements for the retention and destruction of system data
Lack of formal UAT for system upgrades
Business continuity planning
Availability and usage of audit logs

Agency Staff

Executive Summary

Total Council expenditure on agency workers in the financial year 2021/22 was £21.4m,
accounting for 6% of total employee costs. Between 2018/19 and 2021/22, agency costs
increased year-on-year, with a total escalation in value of £10m, or 89%, seen across this
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period, of which £6.4m related to the single annual increase from 2020/21. The relative
contribution of these costs towards total employee-related expenditure also increased
during the period of analysis, from 4% to 6%. It has been noted that the Covid-19 pandemic
gave rise to the need for additional agency staff, to respond to related issues within
acceptable timescales; however, this does not account for the full increase seen during this
period.

Management Comment:

For context, since audit testing was completed figures have become available
for 2022/23 expenditure with the key supplier. This includes the agency
expenditure most visible to HR and for which there is most control. Due to
complexities in obtaining the data, it is not possible to comment on the agency
expenditure incurred with other suppliers.

In 2022/23, annual expenditure with the key supplier fell from £16.3m to
£11.9m, returning roughly to the levels seen pre-pandemic. This reduction
has, in part, been achieved through the tightening of control in this area by
HR at a corporate level, including introduction of the Resource Control Form
sign-off process.

This does not, however, affect the issues raised in the audit report, for which
management have accepted the findings and recommendations and have
agreed remedial actions.

A significant proportion of the Council’s agency staff expenditure stems from known issues
within Children’s Social Care, where long-term agency cover (which is outside of the
Council's defined acceptable usage criteria) is being provided due to ongoing recruitment
problems associated with a national shortage of social care staff. Whilst these issues are
widely recognised, a permanent solution has yet to be put in place.

Published corporate guidance clearly states that all new orders for agency staff be placed
with the Council’s preferred supplier. However, during 2021/22, some £4.8m (22.4%) of
agency staff expenditure was booked outside of this arrangement. Currently, there is a lack
of visibility or control, in advance of financial commitment, to prevent such ‘off-contract’
procurement from taking place.

High Priority Recommendations:

e Greater control is required, at the approval stage, to restrict agency worker
recruitment outside of the Council's defined acceptable usage criteria.

e All agency bookings, including new contracts and extensions, should be supported
by DLT approval, as evidenced on a Resource Control Form.

¢ Non-usage of the Council’s preferred supplier for agency staff bookings should be
specified and approved in advance.

e Greater scrutiny and transparency of anticipated agency staff costs is required within
the financial planning process.

e Greater scrutiny of budget availability is required at the approval stage, to restrain
the ability of managers to recruit agency workers where funding is insufficient.

e Increasing levels of agency staff expenditure require reporting, monitoring and
management at a corporate level, to ensure that these costs may be brought under
control.
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Children Services

Seven Hills School (Limited Assurance, Medium Impact)

Executive Summary
Internal Audit carried out an on-site School Financial Health Check review on the 23
November 2022.

During the visit internal audit noted internal control weaknesses, there act to weaken the
accountability for the financial performance of the school and remove checks and
balances needed to demonstrate effective management. In particular, the governance of
financial management and operational procedures were found to be weak, and a number
of improved controls were recommended.

It was noted during the audit that the headteacher and staff were keen to have the correct
procedures and policies implemented. Advice on this had actively been sought with the
services of a bursar from the Local Authority put in place. As such it was clear that
progress had already been made by the school.

High Priority Recommendations:
e Governance Arrangements

Spending Plan

Monitoring Reports

Surplus Balance

Banking arrangements

Bank Reconciliation

Procurement Card

Risk Register
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APPENDIX F

Business Partnering Activities
Finance Design Assurance (FDA) Group
FDA Task and Finish Group — Use of credit cards
FDA Task and Finish Group — Creditors non payments
Schools Annual Report 22/23
Standards and Policy Group
Good Grant Giving — advice and guidance
Healthcare visit and advice — 2 separate outputs
Quality Assurance Review of Internal Audit
Finance and Commercial Services Risk Advice
Free School Meals voucher scheme
Fraud annual report 22/23
Disabled Facilities Grant workstream — Tackling Fraud
Microsoft 365 champion
Annual Governance Statement (AGS) advice
Information Governance Board
Financial Systems Transformation Programme Board
Core Cities Pl sub group
South West Yorkshire Sub group — AGS
New Committee Structure working group and advice
Replacement of the Housing Management System
BEIS Fraud lessons learnt review
National Fraud Initiative (NFI) — Data Privacy Notices
NFI — Facilitate the data submission process
NFI - Data Responses
Review of the Anti-Fraud Policies

Grants/Account sign-off

Rough Sleepers Initiative

Talbot Annex G sign off

Rough Sleepers Accommodation Programme
Holiday Activity and Food Programme sign off
Dobcroft Annex G sign off

Local Authority Bus Subsidy Grant sign-off
Building Successful Families (BSF) — 2 separate claim periods
Disabled Facilities Grant sign-off

Moor Markets Recharges 19/20, 20/21 and 21/22
Crystal Peaks Recharges 20/21 and 21/22
Green Homes

Family Hubs and Start for Life

Test, Trace, Support and Protect

Practical Support Grant sign off

Community Testing Fund

Adult Weight Management Grant

Universal Drug Treatment Grant

Protect and Vaccinate grant sign off

Local Transport Partnership grant sign off
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Basic Needs Allocation Grant sign off
Higher Basic Needs Grant sign off

Condition Fund Grant sign off

Special Guardianship

DCS Virtual School Heads role grant sign off

Investigations
Investigation Advice to Management
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